
Sinoc Proof of Traffic-measured Storage

1. Introduction
1.1 What is Sinoc?

Sinoc is a public blockchain system that 

provides solutions for decentralized cloud 

storage. We will be updating our system later 

this year which will allow for the concept of 

proof of storage to be utilized alongside token 

mining. The first phase of our project will 

introduce the proof of storage consensus 

algorithm in hopes that it will gain acceptance 

within our blockchain community. 

1.2 Why Start the Project?

Centralized cloud storage has grown in 

popularity since Amazon introduced its 

Amazon Web Services and its S3 project-- a 

worldwide storage capability that allows 

people from all over the world to access and 

store pertinent information. These services are 

easy to use and reasonably priced, but the 

convenience that comes with centralized 

storage often suffers from two major 

drawbacks. First, security is insufficient as 

companies are easily hacked, and personal data 

is then traded on the dark web. Second, most 

centralized service providers are for-profit, 

which means the profits stay within the 

company, rather than being used to give back 

to the community. 

2. Structure
Sinoc’s blockchain references the transaction 

method used by Ethereum, with the primary 

difference being our deposit system. Sinoc also 

extends the transaction with file and traffic 

contracts. File and traffic contracts define file 

size, traffic usage, and hash values. File and 

traffic contracts allow providers and clients to 

manage proofs, contracts, and updated 

contracts. A host uses defined regularity from 

the contract to submit storage and traffic usage 

proofs. Contracts can still be modified and 

updated even after both parties have agreed to 

the terms. 

File Contracts

A file contract is an agreement that’s digitally 

signed by both the storage provider and client. 

The file contract utilizes Merkle Practice Tree, 

a data structure used for data verification and 

synchronization, to generate a root hash. The 

provided file is split into segments of constant 

size and hashed into MPT. The head hash 

along with the total file size can be used to 

verify proof of storage. 

The file contract also describes the validation 

period, payout parameters, and frequency of 

storage proof, including the reward for a valid 

proof, the reward for an invalid or missing 



proof, and the maximum number of proofs that 

can be missed. The required frequency of 

storage proof submission defines how often 

one host has to submit the proof in order to 

obtain the reward from the contract. Due to 

unexpected network transfer errors and 

interruptions, each contract can set its own 

maximum number of proofs that can be 

missed. A reward is offered for invalid or 

missing proofs so that a host who is storing the 

file but missed the submit frequency can still 

receive a reward. The reward for an invalid or 

missed proof will be significantly lower than 

the full reward. 

If the contract is still valid at the end of the 

contract duration, it successfully terminates 

and any remaining coins are sent to the valid 

proof address. Conversely, if the contract 

funds are exhausted before the duration 

elapses, or if the maximum number of missed 

proofs is exceeded, the contract unsuccessfully 

terminates and any remaining coins are sent to 

the missed proof address. Either completing or 

missing the storage proof results in a new 

transaction that sends the reward to the 

addresses specified in the file contract. The 

output of a storage proof relies on the contract 

ID, defined as: 

H(t||”contract”||i)

Where i is hash index of the contract within 

the transaction. The output hash ID can be 

defined as: 

H(contract HID||outcome||Ti)

Where Ti is the ticket hash index, i.e. the 

number of tickets that have passed when the 

contract was created. The outcome is an integer 

value, either 0 for “missedproof” or 1 for 

“validproof,” matching the validity of the 

proof. 

When the contract terminates with either 

“missedproof” or “validproof,” the contract 

HID can be defined as: 

H(contract HID||outcome)

Where the outcome represents the contract 

potential value “settledtermination” and 

“unsettledtermination” to match the terminated 

status of the contract itself. 

There is a unique type of file contract called a 

traffic contract, whereas instead of creating a 

file storage contract,  the traffic contract comes 

up with an agreement between the client and 

the host. The host contributes its own 

bandwidth and the client will send the funds 

into the contract in order to compensate for the 

bandwidth provided by the host. 



For details please check the Orchid Protocol 

in Proof of Traffic-measured storage.

3. Proof of Traffic-measured 

Storage (PoTS)
The storage proof submission required 

periodically during the period of signed life 

contract. To reduce the traffic and difficulty the 

host does not need to submit the entire contract 

and file data, instead only the contract hash ID 

and proof data are required. 

3.1 Algorithm

The client submits the file into the file collect 

server before breaking down the file into 

multiple slices. All slices with the file owner’s 

signature will be hashed and stored in specially 

designed Merkle Trees as a file contract to be 

submitted into the next available block. Each 

contract will be publicly mined by the entire 

network. When the miners or hosts have 

reached the accepted number defined by the 

contract, then the contract will be valid and 

distribute slices to hosts partially or entirely 

depending on the hosts’ available storage 

space, reputation, location, and network 

latency. Proofs are submitted to the blockchain 

where anyone can verify their validity or 

invalidity. 

A random selection algorithm will be enforced 

into each storage proof, and the proof ticket Ti 

that’s generated by the contract will be 

defined: 

H(contract HID||H(Bi-1))

Where Bi-1 is the block immediately prior to 

the beginning of Ti. Since the random selection 

is enforced into each contract, a single node 

will not dominate the entire network. 

3.2 Attacks

All hosts are randomly selected by the core 

algorithm. In the peer-to-peer (P2P) network a 

single node will have extreme difficulty 

obtaining more than 50% of slices from a 

single file contract. 

If an attacker is able to mine 50% of the blocks, 

then 50% of the challenges can be 

manipulated. Nevertheless, the remaining 50% 

are still random, so the attacker will still fail 

some storage proofs. Specifically, they will fail 

half as many as they would without the 

withholding attack. 

To prevent such an attack, Sinoc has designed 

a very costly path for a withholding attack, 

which happened when a miner on a pool 

intentionally does not submit any blocks they 

find to the pool. The idea is to deposit a certain 

amount of tokens into each node to verify the 

host’s validity. To achieve 50% of difficulty 

power the attacker must control half of the 

tokens in the market. 



Storage proof attack host can only receive the 

payment when the storage proof is submitted 

to the blockchain. Some hackers can still 

impersonate a valid host and make an artificial 

proof. This method will be prevented by 

verifying the contract signatures, since all 

hosts will have already provided their 

signatures to host certain slices from the file. 

Any node can compare the suspicious proof 

with the signatures that are recorded in the 

contract. 

3.3 Orchid Protocol

The most unique feature of the file contract is 

the Orchid Protocol. The Orchid Protocol 

organizes bandwidth sellers into a structured 

P2P network called the Orchid Market. 

Customers connect to the Orchid Market and 

pay bandwidth sellers in order to form a proxy 

chain to a specific resource on the Internet. 

Unlike more common methods for sending and 

receiving data from the global Internet, proxy 

chains in the Orchid Market naturally separate 

information about the source of data from 

information about its destination. No single 

relay or proxy holds both pieces of 

information, or knows the identity of someone 

who does. The structure of the Orchid Market 

further supports this separation of information 

by providing strong resistance against 

collusion attacks-- the ability of a group of 

bandwidth sellers to overcome this separation 

of knowledge. 

The roles of the participants of a proxy chain 

are: 

- Source node or customer | The 

participant initiating a transaction 

- Relay node | Intermediary participants 

that forward network traffic 

- Proxy or exit node | Participant that 

connects to a requested global Internet 

site 

- Emphbandwidth seller | A relay or 

proxy

The Orchid Market provides fixed rate 

relaying to prevent traffic analysis, and an 

incentive for participation not related to the 

hiding or discovery of information: payment in 

tokens.  

The Orchid Market is the foundation on which 

the Orchid Protocol is built. Fundamentally, it 

is a distributed P2P network that facilitates the 

purchase and sale of bandwidth among Relays, 

Proxies, and Users. Entry and participation 

into the market is gained by presentation of 

proof-of-work, which we call Medallion. The 

Orchid Market’s network structure is similar to 

a Distributed Hash Table (DHT) and can be 

thought of as an extension of corrected Chord.

4. PoTs Ecosystem



4.1 Host Protection

To join the network, every node must be 

verified, and any attack that’s launched within 

the P2P network will be identified and isolated. 

However, we will still require each host to set 

up network protection, such as a firewall. Any 

unreliable node will be eliminated from the 

network to prevent a data traffic jam and heavy 

computing consumption. 

4.2 Client Protection

Clients can use erasure codes, such as 

regenerating codes, to safeguard against hosts 

going offline. These codes typically operate by 

splitting a file into “n” pieces, such that the file 

can be recovered from any subset of “m” 

unique pieces. (The values of “n” and “m” vary 

based on the specific erasure code and 

redundancy factor.) Each piece is then 

encrypted and stored across many hosts. This 

allows a client to attain high file availability 

even if the average network reliability is low. 

As an extreme example, if only 10 out of 100 

pieces are needed to recover the file, the client 

is actually relying on the 10 most reliable 

hosts, rather than the average reliability. 

Availability can be further improved by 

rehosting file pieces whose hosts have gone 

offline. Other metrics benefit from this strategy 

as well; the client can reduce latency by 

downloading from the closest 10 hosts, or 

increase download speed by downloading from 

the 10 fastest hosts. These downloads can be 

run in parallel to maximize the available 

bandwidth. 

4.3 Uptime Rewards 

The file contract has no mechanism to enforce 

a host to keep constant uptime. The contract 

will reduce rewards for a host when the limit 

for the number of permitted missed proofs is 

exceeded. Also, the deposit mechanism will 

introduce a penalty to hosts who change from 

online to offline often. 

Clients who provide files to host through file 

contracts often download the file constantly; 

the more reliable host will send traffic proof to 

the blockchain and get more rewards compared 

to the host who changes online status 

frequently. In order to reach the maximum 

reward from a contract the host will be 

incentivized with the maximum uptime and the 

lowest latency.

Payment for downloads is expected to be 

offered through pre-existing micropayment 

channels. Micropayment channels allow 

clients to make many consecutive small 

payments with minimal latency and blockchain 

bloat. Hosts could transfer a small segment of 

the file and wait to receive a micropayment 

before proceeding. The use of many 

consecutive payments allows each party to 



minimize the risk of being cheated. 

Micropayments are small enough and fast 

enough that payments could be made every 

few seconds without having any major effect 

on throughput. 

4.4 Reputation System with Token Deposit

Clients want a reliable algorithm to choose 

quality hosts. Record history is one option, but 

if a host has only stored a few files or has found 

a way to cheat the record then the record could 

be imitated. For instance, one host only picks 

fake contracts that have small or zero size files, 

then that host may gain higher scores than an 

honest host. 

To prevent the Sybil attack, an attack in which 

a node in the network operates multiple 

identities at the same time, a host will need to 

lock the deposited tokens into the contract. The 

contract will be assigned such as 10 Sinoc 

tokens for 30 days, creating a value of 300 

token-days (tds). By favoring hosts who have 

created high-value locks, clients can mitigate 

the risk of Sybil attacks, as valuable locks are 

not trivial to create. 

Each client can use the options provided within 

the contract to choose favored hosts. The 

options include token-days, storage size 

availability, deposit volume and penalties that 

the host is willing to pay for losing files. The 

options will be available to each client when 

they join the system, and they can be modified 

at any time. 

More complex systems will also be introduced 

by this project owner and its affiliated service 

contractors. 

5. Sinoc Allocation Plan 

The total amount of tokens to be issued the 

Sinoc mainnet is 420 million. Allocation is 

divided as follows:  

1. 10% for pre-issuance (42 million Sinoc)

Under the leadership of CMC and Sinoc, a 

total of 10% of the total currency will be pre-

issued and allocated as follows before 

mainnet is put into operation, including for 

founding team.

The allocation plan is as follows:

(1) 2.5% (105 million Sinoc) for early 

project fund-raising (by method of 

contract hashrates):

Targeted at influence investors and 

strategic investment partners in the early-

stage community and performed 

according to project development 

progress requirements. Some of the Sinoc 

tokens will be allocated to the community 

in batches by means of selling hashrates 



and used for purchase or as incentive for 

fund-raising early-stage contract 

hashrates. This is done to raise enough 

funds to support project development and 

improve the available ecosystem cycle.

In the "angel" round of investment, there 

shall be no more than 99 investors. This 

round is used for the original miners to 

rent contract hashrates for mining. The 

allocation ratio is 1% of the total pre-

issued amount, 420,000 Sinoc in total. 

The minimum amount of every 

subscription is 1 ETH and the maximum 

amount is 50 Sinoc. The phase is mainly 

for early community investors, major 

participants, industrial partners, business 

customers. The allocation ratio is as 

follows:

1. In the first round, 4% of the total pre-

issued amount, 1.68 million Sinoc in 

total, is allocated mainly for early-stage 

miner investors inside the community and 

ecosystem cooperative enterprises 

introduced in the early stages.

2. In the second round, 10% of total pre-

issued amount, 4.2 million Sinoc in total, 

is allocated mainly for global market 

investors and miner investors.

3. In the third round, 10% of total pre-

issued amount, 4.2 million Sinoc in total, 

is allocated mainly for future ecosystem 

partners and subsequent miner investors.

(2) 2.5% (10.5 million Sinoc) as incentive 

for the founding/development team 

The Sinoc Public Chain founding team has 

done a lot of work in aspects such as 

project design, resource organization, 

project development, mine construction, 

early procurement of mining machinery, 

early business environment incubation, 

and so on. It has continuously made 

human, intellectual and material 

investment in the forming process of 

ecosystem environment. Therefore, as part 

of token allocation plan made by CMC, a 

share of 2.5% of pre-issued amount (10.5 

million Sinoc) will be reserved as 

incentive. For Sinoc, 0.5% of this part (2.1 

million Sinoc) will be released initially 

and the remaining 2% (8.4 million Sinoc) 

will be locked up until half a year after the 

mainnet is put into operation and then 

released at the rate of 0.2% (840,000 

Sinoc) per month, and released completely 

within 10 months.

(3)  5% (21 million Sinoc) for operation 

and ecosystem construction 



In order to maintain the rapid formation and 

subsequent healthy and sustainable 

development of the community and entire 

ecosystem, CMC and Sinoc reserve 5% of the 

pre-issued amount for ecosystem incubation, 

app development incentives, market 

promotion, business development, legal 

compliance, latter institutional investor entry, 

and others. The overall allocation strategy is 

as shown below.

ERC 2.0 tokens circulated in the early period 

after main network is put into operation will 

be convertible to Sinoc pre-issued by main 

network at the ratio of 100:1, and the total 

amount converted shall not exceed 10.5 

million Sinoc. 

Note: During the funding phase, this project 

does not permit the participation of citizens 

from Mainland China, the United States, 

Singapore or other countries which require 

oversight of projects such as this one.

2.  90% (378,000,000 Sinoc) of gains by 

mining in the next 20 years

One of the major characteristics of Sinoc is 

that the value of mined Sinoc will be released 

on an annual basis in the immature stage of 

app market. The position of Sinoc on the app 

market within the next 20 years determines 

the value released by its mining in future.

The allocation plan is as follows:

Mining is done in the form of POC storing 

contribution mortgage value. The mining amount 

reduces by half every two years and total mining 

will be completed within 20 years.

The first two years: estimated daily mining 
amount is 258,904 Sinoc.

The second two years (years 3-4): estimated 
daily mining amount is 129,452 Sinoc.

The third two years (5-6): estimated daily 
mining amount is 64,726 Sinoc.

The fourth two years (7-8): estimated daily 
mining amount is 32,363 Sinoc.

The fifth two years (9-10): estimated daily 
mining amount is 16,181 Sinoc.

The sixth two years (11-12): estimated daily 
mining amount is 8,090 Sinoc.

The seventh two years (13-14): estimated daily 
mining amount is 4,045 Sinoc.

Reserved for 
founding team

Private placement and 
fundraising in angle round

Open mining

Incentive for operation 
ecology construction

Sinoc Allocation Plan



The eighth two years (15-16): estimated daily 

mining amount is 2,022 Sinoc.

The ninth two years (17-18): estimated daily 

mining amount is 1,011 Sinoc.

The tenth two years (19-20): estimated daily 

mining amount is 1,011 Sinoc. 

Note: The mining hashrate is determined by 

the total hashrate of the entire network and the 

proportion of pool hashrates. Furthermore, 

POC consensus is easily influenced by 

network environment. The mining hashrate of 

the mining machines of the same 

configuration has a certain discrepancy under 

different environments and different pools.


